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Sphinx CardMaker is a server based card
management and reporting system that enables card
administrators to easily control the card life cycle of
their corporate Sphinx installation. Sphinx CardMaker
supports both contact and contactless card systems.

Complete Control of Card System

CardMaker offers maximum flexibility for all sizes of
installations. Administrators use CardMaker to set
Sphinx card defaults, initialize cards (contact cards),
issue/assign cards, and for reporting.

Sphinx CardMaker:

= Manages and tracks card lifecycle from card
issuance/assignment to end of card life.

= Manages keys and produces card images, for
card bulk production by card manufacturer
(contact cards).

= Seamlessly interfaces to card printers and photo
ID stations.

= Is completely modular and scalable. Suits small
pilot installations, but is also appropriate as
management and reporting tool for large multi-
application systems.

= Features a fully data-driven architecture, so it can
be easily be integrated with existing applications
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Figure 1. Card settings, Sphinx logon.
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Functional Overview

Administrator authentication

= Authenticate Administrator based on
access rights granted to card

= Super-user grants / revokes
Administrator rights

Card life cycle management

= Initialize cards (contact cards)
= Personalize/assign cards

= Re-issue/re-assign cards

= Set PIN requirements

= Disable lost/stolen cards

Key management

= |Import licensing keys to add cards to
the system

= |nitialize/register cards based on
unique key sets

Reporting

Card inventory

Issued cards

Defective cards
Lost/stolen/returned cards
Logon events
Transactions

Requirements
Minimum hardware configuration:

L Pentium processor, 128 MB RAM, 8
GB disk space.

=  Windows 2000 / XP
= For large systems:

Internet Information Server 3.0 or
higher

SQL compliant database such as
Microsoft SQL Server

Tel 925-855-0558 www.opendomain.com




SPHINX

DATASHEET

2/3

How It Works

Customize card settings

Administrator changes default Sphinx settings to
match requirements of users. Different setting files
can be created for groups of employees, such as
“administrator”, “secretarial”’, “management”.

Contact cards: Prepare card images for bulk
production

The system creates image files that can be used by
card manufacturers to produce pre-personalized
cards, which are ready for distribution. Administrator
simply selects a pre-configured card setting file and
the number of cards to be produced.

Contact cards: Initialize cards on-site

CardMaker initializes and pre-personalizes cards on
card reader or in-house card printer. Administrator
selects a pre-configured card setting file and the
number of cards to be produced. Administrator issues
cards to employees.

Contactless cards: Assign cards

CardMaker automatically assigns cards to users the
first time each RF card is used in the system. First
time users are required to enter their name into the
system, and this information populates the CardMaker
database.

Re-issue/Re-assign cards

When an employee loses their card, Administrator
enters card into the system as lost, and re-issues/re-
assigns the card. The new card has a new Card ID,
uses a new crypto key set, and holds the ID
information of the previous card. This enables
employee to access Sphinx Logon Manager card
backups, which were created with their previous card.

Reset PIN
When an employee forgets their Sphinx PIN,

Administrator re-sets their PIN so that they can
choose a new PIN.
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Figure 2: Card settings, Sphinx general.
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Figure 3: Card image production.
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Figure 4: Card issuance.
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Card Maker provides reports for Issued Cards, Card
Inventory, Defective Cards, Lost/Stolen/Returned
Cards, and a Transaction log.

For the Server/Enterprise version, Administrators can
perform ad hoc queries by simply making the
appropriate selections on a form. Statistical
summary reports as well as detailed reports on
cardholder information are supported.

Security

= CardMaker can only be accessed by employees
who have been granted Administrator rights and
who have been authenticated with their card.

= All Sphinx data is protected by several layers of
encryption.

=  Administrative rights can be granted, changed or
revoked by a specially authorized Administrator.

= CardMaker ensures that each issued card is
secured by its own unique encryption key set.

Proven

Sphinx CardMaker is based on Open Domain’s
OpenCMS card management system, which has been
in continuous operation for four years. OpenCMS
has been tested and approved by multiple federal
and state agencies.

Modular and Scalable
CardMaker is available in two configurations:

Stand-alone: Sphinx CardMaker Stand-alone is used
at a single installation site.

Server/Enterprise: Sphinx CardMaker Enterprise is
used for multiple networked card administration sites.
CardMaker Server is installed at and run by
customer’s IT department, or provided as a service by
the solution provider. CardMaker Enterprise is
installed at all networked locations of a customer,
where cards are to be issued and locally managed.
All system data is stored on the central server.
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Figure 6: Sample custom server report.
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